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New And Numerous Cloud Risks Hinder Security Efforts

! New architecture and design patterns

1 Excessprivilege

t New attack vectors

1,500,000 -
. 1 Misconfiguration
1 Tooling overload [l TEseLees .
g e 260,000
' Shortage of expertise ' 4 © Compute / Al resources
' ' 1®
1 Limited collaboration '
420,000
Mgmt. resources !
88% ! . 1 Sensitive data
. "\ 85000 /A j 980,000
. 1 B () R s = Security resources
I Public access EE
175,000 ' 1. Vulnerability
Network resources H 5,000
aD Container resources

Otenable



Tenable Cloud Risk Report 2024 Highlights Increasing

Complexities and Risks In Modern Cloud Environments

Cloud workload risks include

the “toxic cloud trilogy”:
- publicly exposed;
- critically vulnerable; and
- highly privileged
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78% of

organizations
have publicly

23% of

cloud identities
have critical or

high severity accessible
excessive Kubernetes
permissions API servers
84% of \ J 74% of
organizations organizations
have risky have publicly
access keys T exposed storage

https://www.tenable.com/cyber-exposure/tenable-cloud-risk-report-2024

The Tenable Cloud Risk Report 2024 was created by analyzing information gathered from billions of cloud resources from across multiple public clouds, all scanned through the Tenable Cloud Security
platform. The data cited in this report was collected from January through June 2024. It provides a deep dive into the most pressing cloud security issues observed in that time period, highlighting areas
such as identities and permissions, containers, workloads, storage and Kubernetes. It also offers mitigation guidance for organizations seeking ways to limit exposures in the cloud.
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TENABLE CLOUD SECURITY - CNAPP
Cloud Native Application
Protection Platform

Tenable Cloud Security is a unified Cloud Native
application protection platform (CNAPP) that delivers
actionable security for multi-cloud environments.

e Gain an accurate inventory of all your cloud assets,
workloads, and identities across cloud providers

e Get a full stack view of risk - vulnerabilities, misconfigs,
excess privileges, abnormal behaviors, and threats

e Dramatically improve prioritization with contextual
analysis that includes relationships and impact

e Streamline compliance and reporting against industry
benchmarks, regulations and best practices

e Speed remediation with wizards and automated
workflows that correct misconfigs and identity issues

e Scale cloud native security and stop risky deployments
with laC scanning & DevOps integrations
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Tenable Cloud Security
Secures Full Cloud Stack

v Infrastructure
v Workloads
v Identities

v Data

v AlResources
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CNAPP Cloud Native Application Protection Platform
CSPM Cloud Security Posture Management

CWP Cloud Workload Protection

CIEM Cloud Infrastructure Entitlements Management
JIT Just-In-Time Access

Al-SPM Al Security Posture Management

DSPM Data Security Posture Management

CDR Cloud Detection and Response

KSPM Kubernetes Security Posture Management
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F KNOW your cloud risk stakes /\\\\ \\\\\\\\ \\
Unify fragmented views and see across multi-cloud
environments. _KZEXL
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— CLOSE priority cloud exposures fast

Take action on cloud risk even if you only have 5
minutes to spare
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Prioritize Cloud Risks That Matter The Most

“The ‘if you only have 5 minutes’ feature is a great way to ensure you don't get overwhelmed with the amount

of tasks to complete. Helps guide you on a clear, daily progression to cloud security.”

- Tenable Cloud Security User

Gain Critical Context

i-02867dcb (scheduler-prod..

Easily Prioritize

If you only have 5 minutes...®
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Toxic Combination ®

17 public loads with critical
vulnerabi and high privileges

122 public storage accounts with shared key access
71 public workloads with an unpatched 0S

58 external principals with access to sensitive data
47 guest users with access to sensitive data

45 3" party identities with access to sensitive data

Root user MFA is not enabled
Root user

Public EC2 instance
tf-896850635108-acme-prd-dbapp

Container i e has critical vulnerabilities
cluster 25

DefaultKey

AKS cluster allows anonymous requests to Kubel

cluster-2  aws

Identify Toxic Combinations

Standard
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PCIDSS v4.0

AWS Well-Architected Framework

s CIS Benchmark for AWS v1.5.0

GDPR

HIPAA

1S0 27001

NIST SP 800-53 Rev5

soc2 Type Il

CIS Benchmark for GKE 1.3.0

Summary

Enforce Compliance
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Tenable Cloud Security Market Leadership Recognition

Gartner recognizes Tenable Cloud
Security as a representative CNAPP

vendor
July 2024 Market Guide for CNAPP

Gartner Research

Market Guide for
Cloud-Native
Application Protection
Platforms

Published: 22 July 2024

Summary

CNAPPs address the full life cycle protection requirements of cloud-native
applications and infrastructure from development to production. Security
and risk management leaders responsible for cloud security strategies should

use this research to analyze and evaluate emerging CNAPP offerings.

Gartner recognized Tenable Cloud
Security for its research in its 2024
Strategic Technology Trends Report

CRN named Tenable a top
performer in cloud security -
award highlights top 100 cloud
companies for innovation and
commitment to channel partners.
Press release G G

Easiest
Leader Setup
FALL Enterprise

G2 recognizes Tenable Cloud
Security for leadership, ease of
setup and best support
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2024
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https://www.tenable.com/press-releases/tenable-recognized-as-the-top-performer-in-cloud-security-by-crn-2024-annual-report
https://www.gartner.com/en/documents/5605291
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