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Taming the Noise:
Efficient Kubernetes Security
Strategies

Creators of Wy Kubescape



Jonathan Kaftzan
VP Marketing and Biz-Dev at ARMO
Developer Advocate

Crossfit addicted

Jonathan Kaftzan

(in]
o @JKaftzan

O github.com /xxx



https://www.linkedin.com/in/jkaftzan/
https://github.com/slashben

/Kubescape: The fastest growing CNCF Cloud Security project

GitHub Stars

10.0k

8.0k

6.0k

4.0k

2.0k

ITQ kubescape/kubescape

® - falcosecurity/falco
® bridgecrewio/checkov
O aquasecurity/tracee

® & cilium/tetragon

® © kyverno/kyverno

® 9 open—policy—agent/opa
@ projectcalico/calico

8 U aquasecurity/kube—bench

& © kubearmor/KubeArmor
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/Kubescape: The fastest growing CNCF Cloud Security project

T 7 CLOUD NATIVE About Projects Training Community Blog & News Q

Lk o COMPUTING FOUNDATION

BLOG / STAFF POST

Kubescape becomes a CNCF
iIncubating project

Posted on February 26, 2025

The CNCF Technical Oversight Committee (TOC) has voted to accept Kubescape as a CNCF incubating project.



Jonas Larson
Head of DevOps at Proact

Loves requirements - “can you test it?”

Jonas Larson

in/

o @carljonaslarson

O github.com/cjl7



https://www.linkedin.com/in/jonas-larson-4784749/
https://github.com/slashben

ARMO

Proact

1200 specialists across 35 offices in 12 countries.
Innovative partner to world-class vendors.

A financially stable partner listed on Nasdaq in
Stockholm.

Capabilities across the hybrid cloud.

Trusted by 4000+ customers.

v b J

-
-

Big enough to act,
small enough to care.

000



Efficient




ARMO

/CIS Benchmark as an example @CIS Benchmarks”

D P OIICHOS treuuireeirenrirnnsrnnssranssnnsssnnsssasssnnsssnssssnsssnsssnnsssnsssnnsssnnsssnsssnnsssnnssnnssnnnssnnnsnnnss Issues by Risk Severity
5.1 RBAC and Service ACCOUNES ... . summmussssuisisssssssinsassssnssssmissmssnstsissmssssiasssssnss
5.1.1 Ensure that the cluster-admin role is only used where required (Automat :
5.1.2 Minimize access to secrets (Automated) .........ccceeeeeiiiiiiiiiiiiieeeeceeeee, \
5.1.3 Minimize wildcard use in Roles and ClusterRoles (Automated) ................ '
5.1.4 Minimize access to create pods (Automated) ..........ccccveeviiiiiieiiicciieennenn, 2,667

5 1 B Fnaiire that defaiilt cervice arcniinte are nnt activelv 1iced (Antnmated)

e Is this even fixable???

182 198 1,948 339
Critical High

On average ARMO customers have
~0.9 misconfiguration per cloud object



ARMO

/Scanning !== Security

So you scanned it, now what?

e Privileged container -
misconfiguration?

e RunAsRoot - misconfiguration?




ARMO

/The ARMO Cloud Runtime Security Offering

~

m Cloud Security

{Kubernetes-first} Cloud Posture

HXeBPF

+ CSPM (Agentless scanning) Cloud Application Detection & Response (CDR, ADR)
+ KSPM () CWPP

+ Runtime-reachability Vulnerability management % Kubescape -+ APIsecurity

+ laC security Container security

+ ldentity security (CIEM) & RBAC

Multi-Cloud, On-Premises and Air-Gapped



ARMO

ARMO Cloud Runtime Security Approach

All your potential vulnerabilities and
misconfigurations: hypothetical risk

Your runtime-based exposure:
real risk

Crown Jewels

w Your runtime based hardening -

Remediation, Seccomp profile,

Network policy, Secrets mgmt, IAMs,
RBAC etc

Your application runtime
anomalies and suspicious behavior
(zero days, unknown risk) - the
gold security standard




ARMO

/Posture <-> Runtime Reinforcing Cycle

ARMO

0 Use Runtime information to continuously prioritize, remediate
issues and shrink the attack surface

Configuration Runtime

and Context Use Posture and Deep risk context to adapt runtime security\_Information
(cspm / policies and reduce alert fatigue (eBPF,

KSPM) CDR/KDR/ADR)



ARMO

/The ARMO Behavioral Secret Sauce

{Containers & Workloads}

Container images & registries
SBOM

Manifest files & configurations
System calls

Networking

Files access

Process execution

™

{Cloud & Kubernetes}

Cloud events logs

Cloud APTs Application Profile DNA
KubeAPI & Control plane
IAMs

VMs and Nodes

RBAC

CRDs ﬂe,BPF % e

Powered by

{Applications}

Code
Functions
Call stack
Stack traces
APIs

L4 & L7



ARMO

/The ARMO Behavioral Secret Sauce
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{Applications}

{Containers & Workloads}

Container images & registries
SBOM

Manifest files & configurations
System calls

Networking

Files access

Process execution

™

{Cloud & Kubernetes}

Cloud events logs

Cloud APIs

KubeAPI & Control plane
IAMs

VMs and Nodes

RBAC

CRDs

Application Profile DNA

Powered by

@ ¢BPF % Kubescape

Code
Functions
Call stack

Stack traces

NN

APIs
L4 & L7

Anomaly-based Threat detection
of first seen zero days with (almost)
zero false positives

Automatic response (incl. Soft
quarantine) & real time notifications

Unified Runtime incidents visibility,
explainability and traceability

Runtime based Vulnerability mgmt -
prioritized relevant reachable,
exploitable CVEs

Automated cloud hardening without
breaking application

Runtime based cloud posture &
compliance
highly prioritized, low noise



/The Cloud security layers

O Cloud
CDR (Cloud events) + CIEM + CSPM

% Cluster (Kubernetes)
KDR (Kubernetes events) + laC security + KSPM + RBAC

. Container (workload)
L®J EDR (workload events) + CWPP + Container security

[—‘ Code (application)
ADR (application) + API Security + RASP + WAF + ASPM




/XDRs only reveal part of the

O

CDR

Cloud log events

KDR
& oI

r~Y EDR
SR o el aciviies

ADR

@ Application function activities

HTTP(s) / Layer 7 / API activities

runtime 1incident

+ +

+ + + + +

Unauthorized access to S3 buckets
New IAM role created

And more...

Unusual access to K8s service account
Unexpected process execution
Unexpected file access

Unexpected network connection

And more...

API call with suspicious payload

Function accesses internet unexpectedly

And more...




/xDRs only reveal part of the

O

CDR

Cloud log events

KDR
& oI

r~Y EDR

(gl Container level activities

ADR

@ Application function activities

HTTP(s) / Layer 7 / API activities

runtime incident

+ +

+ + + + +

Unauthorized access to S3 buckets
New IAM role created

And more...

Unusual access to K8s service account
Unexpected process execution
Unexpected file access

Unexpected network connection

And more...

API call with suspicious payload

Function accesses internet unexpectedly

And more...

SOC <> DevOps

SOC <> Platform
team

SOC <> App Dev



/Con nect 1ng 'l'_he dO'tS (Attacks are NEVER single dimension)

Cloud

O O A(@LITLREINS® + CIEM + CSPM

m Cluster (Kubernetes)

+ 1aC security + KSPM + RBAC

.~ Container (workload)

L®_j DRIMIIGECRANISY + CWPP + Container security

Code (application)

ADR (application) )+ API Security + RASP + WAF + ASPM

L7 API call anomaly :
potential risk of remote
code execution



/Con nect 1ng 'l'_he dO'tS (Attacks are NEVER single dimension)

Cloud

O O A(@LITLREINS® + CIEM + CSPM

m Cluster (Kubernetes)

+ 1aC security + KSPM + RBAC

.~ Container (workload)

L®_j DRIMIIGECRANISY + CWPP + Container security

Application code anomaly: Code (application)
Function uses new syscall ADR (application) |+ API Security + RASP + WAF + ASPM

L7 API call anomaly :
potential risk of remote
code execution

—




/Con nect 1ng the dots (Attacks are NEVER single dimension)

Cloud

O O A(@LITLREINS® + CIEM + CSPM

m Cluster (Kubernetes)

+ 1aC security + KSPM + RBAC

.~ Container (workload)

Workload anomaly:
Unexpected Process
(] + CWPP + Container security launched
Y
Application code anomaly: Code (application) l |
Function uses new syscall ADR (application) |+ API Security + RASP + WAF + ASPM '
L7 API call anomaly:

potential risk of remote
code execution

—




/Con nect 1ng the dots (Attacks are NEVER single dimension)

Cloud

O O A(@LITLREINS® + CIEM + CSPM

Kubernetes API
anomaly: unexpected
token access

+ 1aC security + KSPM + RBAC

| m Cluster (Kubernetes)

A Container (workload) Workload anomaly:
@ unexpected process
(gl DEIIIGELREENSY + CWPP + Container security launched

Application code anomaly: Code (application)
function uses new syscall

ADR (application) )+ API Security + RASP + WAF + ASPM

L7 API call anomaly:
potential risk of remote
code execution

—




/COH nect 1ng the dots (Attacks are NEVER single dimension)

, Cloud anomaly: unexpected
O Cloud change in IAM role credential

O A(@LITLREINS® + CIEM + CSPM ‘

Kubernetes API Cluster (Kubernetes)

anomaly: unexpected ’ m )
token access o (BIE Ay = M o [HERE

.~ Container (workload) Workload anomaly:

@ unexpected process
o DEIIIGELREENSY + CWPP + Container security launched

Application code anomaly: Code (application)
function uses new syscall ADR (application) |+ API Security + RASP + WAF + ASPM

L7 API call anomaly:
potential risk of remote
code execution

—




/COI’]neCting the dots (AttacksareNEVERsingledimensionaD

Exploit Example: MoveIT

User

Il

Network Send SQL Injection Payload

App[ication Apphcat‘»on Processes the Pa«/loao(

}

L Container ) Webshell started on container

| .
( Host )

Webshell accesses cloud files

K Amazon EKS (Cloud) \

RDS/S3/Kafka ]

EC2 Management J

L
[Kubermetes Control Plamej
(
(

Au‘to—Scahv\g Groups

)
r VPC (Networking) ]
L AMIs (Image.) ]

L [(Optional) EKS Deploymen‘ts]
J




/ Static based (Rules) Detection & Response Doesn’t Scale

Static vs Anomaly Detection

MITRE STATS: [ Tactic: 14+ ][ Technique: 60+ ] [Sub-Technique: 150+] [Patterns: Infinite]
Static Detector

Static Rule 1

Tactic: Execution Static (Rules based) Detection:

Technique: Command & Script Interpreter
Explosion of rules

Sub-Technique: PowerShell Blind to zero-days
Complex and Opaque
Pattern: Static (curl, nmap, netcat etc) e e peiie i

Constant rule and exception tuning

Static Rule Static Rule Static Rule
2 3 4

Static Rule N (~100k rules)



/ Static based (Rules) Detection & Response Doesn’t Scale

Static vs Anomaly Detection

MITRE Based

MITRE STATS: [ Tactic: 14+ ][ Technique: 60+ ] [Sub-Technique: 150+] [Patterns: Infinite]

Static Detector
Static Rule 1
Tactic: Execution
Technique: Command & Script Interpreter
Sub-Technique: PowerShell

Pattern: Static (curl, nmap, netcat etc)

Static Rule Static Rule Static Rule
2 3 4

Static Rule N (~100k rules)

Anomaly Detector

Rule 1: Anomalous Process Execution

Tactic: Execution
Techniques : Process Tactic: Privilege
Injection Command and Escalation
Scripting Interpreter Techniques : Exploitation
System Binary Proxy for Privilege Escalation
Execution

Rule 2: Anomalous Network Activity

Tactic: Command and UGS SiliEiel

Techniques :
Control (C2 ;
. ( ) . Data Exfiltration Over C2
Techniques : Application
Layer Protocol Web Caae
Y - Exfiltration Over Non-C2
Service
Protocol



Thank you_ ARMO



